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PART | GENERAL PROVISIONS

1

1.1

1.2

GENERAL PROVISIONS
PURPOSE

This handbook establishes a nationwide security policy to guide management in
implementing Bureau of Customs and Border Protection policy. CBP officials
and managers are responsible for ensuring the uninterrupted operation of the
Bureau of Customs and Border Protection by taking all reasonable actions to
prevent disruption, disclosure, or property destruction at all facilities utilized by
CBP. What follows are the physical security guidelines for information, property,
and facilities that require more than normal protection against disclosure, loss,
damage, or destruction. There are some CBP offices that are co-located within a
facility that is not owned by CBP. To the extent possible, these offices should
attempt to comply with these physical security provisions.

This handbook is being distributed to management personnel responsible for
safeguarding the Bureau of Customs and Border Protection system: employees,
information, monies, equipment, seized property, and facilities. The
Management Inspections and Integrity Assurance Office, Security Programs
Division, Security Management Branch (SMB) is responsible for determining the
security level of new or redesigned facilities. The Logistics Division in
Indianapolis is responsible to ensure that the assigned security levels are met in
new or existing facility plans.

RESPONSIBILITIES

The Management Inspections and Integrity Assurance Office is responsible for
oversight, planning, developing, evaluating, and managing the CBP-wide
Physical Security Program and is responsible for issuing policies and procedures
pertaining to the program. The Assistant Commissioner, Management
Inspections and Integrity Assurance Office, has overall responsibility for oversight
and compliance with the Bureau of Customs and Border Protection Physical
Security Program.

The Security Management Branch (SMB), within the Management Inspections
and Integrity Assurance Office, has responsibility for classified document
security, security in Headquarters facilities, and all related physical security
matters within the CBP service.

All Headquarters organizations are responsible for the proper protection of
documents and information within their area of responsibility. In all matters of
protection of documents and information, guidance and oversight is provided by
the SMB. Access to Headquarters facilities will be governed by CBP Directive



099-1440-013, “Headquarters Building Access Control Passes,” dated October
15,1990, or superseding directives.
Management Inspections and Integrity Assurance Office personnel and other

designated personnel operating under the direction of Internal Affairs are to be

afforded complete unannounced, unrecorded, and unescorted access to all CBP

facilities, where not prohibited by other agency requirements and directives (e.g.,
Sensitive Compartmented Information Facilities (SCIF), Communications

Security account facilities (COMSEC) and Secure Message Centers). Keys and
combinations to CBP facilities will be provided to the Management Inspections

and Integrity Assurance Office personnel upon request, where not prohibited by

other agency requirements or directives.

Internal Affairs physical security specialists, who are co-located in the Regional
Special Agent in Charge offices, implement the Physical Security Program in the
field. Headquarters and regional physical security specialists are responsible for
conducting periodic physical security inspections to ensure compliance with this
handbook. Inspections may be announced or unannounced.

Each Director, Field Operations, CBP Management Center (CMC), Special
Agents in Charge, Office of Investigations, and Regional Special Agents in
Charge, Management Inspections and Integrity Assurance Office, or senior CBP
official on site is directly responsible for implementing and maintaining the
security policies and standards of this handbook, and reviewing procedures to
ensure compliance with requirements of this issuance.
Each Director, Field Operations, Special Agent in Charge, Office of

Investigations, Regional Special Agent in Charge, Management Inspections and

Integrity Assurance Office, or senior CBP official on site, shall designate an

employee(s) to be responsible for all physical security matters within their

respective jurisdictions. The names are to be forwarded, in writing, to SMB.

The Logistics Division is responsible for notifying the SMB of changes in existing
physical security and must provide all plans for prospective locations of new
facilities, plans to upgrade security for existing facilities, and plans implementing
physical security procedures in new facilities. The SMB is responsible for
providing physical security requirements to the Logistics Division for
incorporation into these plans.

The Special Agents in Charge, Office of Investigations, are responsible for
responding to threats directed against CBP personnel and facilities by non-CBP
personnel, and providing appropriate action to ensure the protection and safety
of those personnel and/or facilities. The Management Inspections and Integrity
Assurance Office is responsible for investigating threats directed at CBP
personnel and facilities by CBP employees. The SMB is responsibie for
conducting physical security inspections for all CBP facilities.



1.3

The Assistant Commissioner, Office of Information and Technology, is
responsible for information security matters regarding the physical security
environments of Automated Information Systems (AlS) that process Sensitive
But Unclassified (SBU); Official Use Only (OUO); Limited Official Use (LOU); and
Internal Affairs Sensitive Information (IAS!). The National COMSEC Office
provides policy, procedures and guidance for COMSEC related matters within
the CBP Service.

All CBP managers and employees are responsible for providing security for all
information, documents, and property with which they are entrusted, complying
with all security requirements as stipulated in this handbook, and for reporting
any violations through proper channels to the SMB. All discrepancies with regard
to the safeguarding of classified documents shall be immediately reported to the
Management Inspections and Integrity Assurance Office (reference CBP
Handbook 1400-03, Safeguarding Classified Information).

Sensitive Compartmentalized Information (SCI) shall only be stored in
accordance with the specifications and requirements of the Central Intelligence
Agency and in a facility accredited by the Assistant to the Secretary (National
Security), Department of the Treasury. The Intelligence Division, Office of
investigations is the only CBP organization authorized and accredited to receive
and store SCI. The Commissioner of CBP must approve any requests for
additional facilities for the storage of SCI with the concurrence of the Treasury
Department. After this approval is obtained, the construction plans, funding
requirements and site survey information must be provided, as soon as possible,
to the Assistant Commissioner, Management Inspections and Integrity
Assurance Office, in order to approve the technical adequacy of the project, and
determine if all applicable security specifications have been met. The requesting
office will be responsible for ensuring that all construction requirements are met
to achieve accreditation to operate.

COMSEC Physical Security requirements are governed by National Security
Telecommunications and Information System Security Committee Instruction
(NSTISSI) 4005 dated August 1997 titled “Safeguarding Communications
Security (COMSEC) Facilities and Material” and promulgated by the National
Security Agency.

The Assistant Commissioner, Office of Training is responsible for developing a
security education program for all employees attending training at the Federal
Law Enforcement Training Center, Glynco, GA.

SCOPE

The scope of this handbook provides physical security policy guidance for the
entire Bureau of Customs and Border Protection. It is intended to provide
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1.5

specific requirements for all Headquarters facilities, field offices, and Logistics
Division personnel in the performance of their duties. For specialized facilities
and operations, this handbook is designed to augment existing directives and
handbooks. Therefore, the CBP Issuance System should be consulted for any
additional details pertaining to specialized operations or facilities.

GENERAL

The Bureau of Customs and Border Protection has the responsibility of providing
reasonable protection commensurate with the character and value of the
information or property involved. Large facilities may require armed guard
service, a perimeter electronic intrusion detection system (IDS), and a perimeter
fence to meet security needs, while a small post of duty may require less.

These guidelines are intended to provide standardized protection throughout the
Bureau of Customs and Border Protection; however, there may be special
situations where modifications will be necessary in order to comply with these
guidelines. Any modifications must be approved by the SMB. Suggestions for
changes to this handbook are encouraged and should be submitted to the
Management Inspections and Integrity Assurance Office, Security Management
Branch.

IMPLEMENTATION

If implementation of the security specifications outlined in this handbook requires
equipment purchases or alterations to space, the priority and time frame for such
expenditures will depend on both the availability of funds and consideration of
requirements in other program areas. Security enhancements shall be given the
highest priority possible to comply with the security policy of this handbook.

It is acknowledged that CBP facilities were designed and constructed based
upon previous physical security guidelines. CBP facilities were not previously
required to be designed and constructed to meet perimeter wall sound
attenuation requirements. New construction of CBP facilities will be required to
meet the sound attenuation requirement specified for a Level I facility (Part
4.4h). However, the highest priority shall be to maintain the integrity, safety and
security of personnel, materials and information in existing facilities.

Storage of narcotics, weapons, currency, and other items of high value must
meet the new requirements of Parts 4.6 through 4.10 of this handbook upon its
issuance.

Other current Bureau of Customs and Border Protection directives such as the
U.S. CBP Firearms and Use of Force Policy, 4510-017, current version, and CBP
Handbook 1400-03, Safeguarding Classified Information, should be consulted for
further information on those specific subjects.
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INTERPRETATIONS, WAIVERS AND EXCEPTIONS TO THIS HANDBOOK

All requests for interpretations, waivers, changes in requirements, and
exceptions to the requirements of this handbook shall be forwarded in writing to
the Assistant Commissioner, Management Inspections and Integrity Assurance
Office, Bureau of Customs and Border Protection, 1300 Pennsylvania Avenue,
Room 8.3A, Washington, D.C. 20229.
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2

2.1

2.2

2.3

PHYSICAL SECURITY — THE PROCESS
VULNERABILITY ASSESSMENT

The physical security process begins with a vulnerability assessment. The
vulnerability assessment consists of threat identification, linkage of the threat to
CBP facilities, analyzing vulnerabilities to the threat identified, physical security
required, review of existing protection, physical security inspection report, risk
prioritization, cost of security, and security contingency plans. The senior CBP
official at a particular facility is responsible for the threat identification, linkage of
the threat to the CBP facility, analyzing the vulnerabilities to the threat identified,
reviewing existing security protection, risk prioritization, local security
contingency plans, and security awareness. The headquarters and regional
physical security specialists are responsible for the production of the physical
security inspection report and can be consulted for assistance with the
vulnerability assessment. The elements of the vulnerability assessment are:

THREAT IDENTIFICATION
Have criminal or terrorist acts been committed in the area of the facility?
Do the acts committed relate to the facility?

Is there any intelligence on file relating to the potential for criminal or terrorist
acts?

Are the activities occurring at the facility likely to draw the attention of criminals
and/or terrorist organizations?

The general character of the external environment must be considered. A
neighborhood with a high crime rate will require more extensive building security
than a neighborhood with a low crime rate.

Continuous liaison with local police departments, intelligence units, and the
Federal Bureau of Investigation (FBI) can provide pertinent information that will
assist in identifying a specific threat. This is an Office of Investigations (Ol)
function, which should be handled through the servicing (Ol) office.

LINKAGE OF THREAT TO CBP

Are the activities of the Bureau of Customs and Border Protection likely to bring
the facility to the attention of criminals and/or terrorist organizations?
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2.5

2.6

Location within a geographic area where the Bureau of Customs and Border
Protection has a high enforcement profile is a factor. The type and value of
equipment, complexity and nature of operations, concentration of data, the
consequences of any interruptions or loss (criticality), and whether the activity
serves the public directly, or is strictly staff or supportive in nature, are all vital
considerations directly relating to the degree of protection required. Facilities
engaged in investigative/law enforcement functions or areas designated as
“Secured Areas” in accordance with this handbook, will be expected to receive
greater attention to physical security. Other considerations are whether the
facility is temporary or permanent and the probability of expansion of operations.
The nature of operations conducted by other tenants, if the building is not wholly
occupied by CBP activities, will also affect proper planning.

VULNERABILITIES

A major consideration in establishing a security program for a particular activity is
the building in which the activity is located and existing security measures. The
number of floors, doors, windows, fire exits, the degree of ground level access
and adjacent parking facilities will all have an effect on entry control problems.
The material structure of the building, interior partitioning, ceiling and doors, will
all affect the degree of security required to protect the public, employees and the
contents of the facility.

The quantity and quality of police and fire protection afforded the immediate area
should be determined. Emergency support from other than local police and fire
departments, in the event of such occurrences as civil disorders, must also be
considered. Vulnerability to terrorist attack and relative accessibility of the facility
to disruptive elements must be addressed.

PHYSICAL SECURITY INSPECTION REPORT

Headquarters and regional physical security specialists will produce this report.
This report is designed to provide the end user with the information necessary to
adequately secure his/her facility (see Part 6.9).

RISK PRIORITIZATION

Risk prioritization is the concept which dictates that when there are limited
resources available for protection, those areas most vulnerable must be given
priority. For example, personnel safety must always be given priority, however,
disregard for proper storage of seized narcotics may expose personnel to an
even greater risk, if it appears vulnerable to those with a desire to obtain it
through theft or force.

Security controls must never be relaxed to the point that controls for iess
valuable items are disregarded and accountability is lost.






